We present two new user authentication techniques that look and feel like slide-to-unlock. The intention is to encourage users, who do not use a user authentication technique on their devices, to start using one. Results of a user study showed that the new techniques perform relatively well compared to slide-to-unlock and digit-lock, and users find at least one of the techniques easy to use.
INTRODUCTION
four or more dots from a 3 3 grid. All connecting dots need to be unique. Users are allowed to connect a dot that requires going through other dots, only when those dots have already been used. Under these conditions, this method offers 389,112 unique password patterns. Many alternatives are also available, such as image selection, multi-word/phrase selection, and biometrics [2] .
THE NEW TECHNIQUES
We present two new mobile user authentication techniques. Our inspiration for developing these techniques was the saying, "Some security is better than no security." Our intention was not to develop techniques that are more secure than the existing ones, but that are simple and resemble the slide-to-unlock gesture, so that users who do not use an authentication technique will be encouraged to start using one and might eventually move to a more secure technique once they have grown into the habit of using one. The sequential-slide-to-unlock technique allows users to select a custom slide pattern as their password. It divides the touchscreen vertically into three different zones (i.e. A, B, and C) and considers each as a distinct touch area. See Figure 1 . Thus, it considers a stroke initiated from a particular zone distinct from the one initiated from a different zone. Unlike most slide-to-unlock gestures, it allows users to swipe horizontally from any zone (even from the centre), to any direction, and travel between the zones. Thus, the user can select a password that travels from zone B to C, and then to zone A (password length = 4). They can select any pattern as their password, as long as it goes through at least two different zones (password length = 2). Although, there is no upper limit on this, we noticed that users usually select passwords that requires going through the zones for less than eight times (password length < 8), for which this technique offers 70 unique password patterns.
The timed-sequential-slide-to-unlock technique is a variation of the sequential technique. In addition to selecting swipe patterns, it allows users to pick one of the three available timeframes for each zone. To select a timeframe for a zone, users have to hold their finger still on that zone for 200 ms to see a progress bar above their finger (see Figure 1 ). The progress bar is divided into three equal segments, each representing a different timeframe. It progresses forward in every 200 ms. If users want to select the 2 nd timeframe for zone A, for example, they have to hold their finger Smartphones are becoming an integral part of our everyday life. They are built with more advanced computing capability and connectivity than regular mobile phones. This allows users to perform a variety of tasks on these devices. As a result, smartphones usually accrue sensitive information over time and often gain access to wireless services and organizational intranets. This makes it vital to secure the data stored in these devices. Yet, recent surveys revealed that 34% mobile users in the U. S. and 65% in the U. K. do not take any security measure to protect their smartphone data, because they either find it too much of a hassle or worry that they will forget the password and lose access to their smartphone [3, 4] . Most smartphones (without user authentication) allow users access to the device by performing a slide-to-unlock gesture that requires dragging an icon across the touchscreen, either horizontally from left to right (iOS, Android) or vertically from bottom to top (Android, Windows Phone). Presently, the two most popular user authentication techniques for mobile phones are digit-lock and pattern-lock. A recent survey showed that about 87% U. S. mobile users, who use a user authentication technique on their devices, use one of these two methods [4] . The digit-lock method requires users to select and memorize a four-digit personal identification number (PIN) and later input it to unlock the device. It offers 10,000 unique password combinations. Pattern-lock, a graphical method, requires user to select a pattern by connecting s still on the zone for 200 ms, then continue swiping when the progress bar displays the 2 nd timeframe. The progress bar iterates itself, thus, users can wait for the next iteration if they miss a queue. They could also slightly move their finger within the zone to restart the progress bar. This technique offers in total 473,536 unique password combinations (when password length < 8).
USER STUDY
The study to explored the new techniques' performance.
Apparatus and Participants
We used a custom application, developed with the Android SDK, on a Google Nexus 4, 133.9 68.7 9.1 mm, 139 g, for the study. It ran on Android 4.4.2 KitKat at 1280 768 pixel resolution and 320ppi. See Figure 1 . It logged all interactions with timestamps and recorded user performance to the device's internal storage.
Eight participants, aged from 22 to 34 years, average 28 (SD= 4), participated in the study. They were all frequent users of mobile devices. Two of them did not use any user authentication method, while others used either digit-lock or pattern-lock. Two of them were female and one was left-handed.
Procedure and Design
In the study, users used the three techniques: conventional slideto-unlock, sequential, and timed. They all started with conventional, then we counterbalanced the new techniques to eliminate the effect of learning. With each technique, users attempted to unlock the device 15 times. We deliberately limited the number of attempts, as a prior study showed that users easily get tired when performing gestures on mobile touchscreens [1] . A short practice block preceded each condition, where users tried the corresponding technique. Similar to conventional slide-to-unlock, the device provided users with feedback on each unlocking attempt. That is, it made a sound when users successfully unlocked the device, but vibrated for 250 ms when they failed to do so. The system did not allow users to correct their errors. It recorded a gesture from the moment users touched the screen to the moment they lifted their finger. In summary, the design was: 8 participants 3 techniques (within-subjects, counterbalanced) 15 attempts = 360 attempts. 
Results
We used repeated-measures ANOVA for all analysis. For better comparison, we reported the results in comparison with digit-lock, by using data from a prior user study [1] .
Speed and Accuracy
An ANOVA identified a significant effect of technique on entry speed (F 2,7 = 8.42, p < .005). A Tukey-Kramer test revealed that conventional was the fastest of all techniques, while timed was the slowest. Figure 2 illustrates average entry speed for all techniques, including digit-lock.
An ANOVA identified a significant effect of technique on accuracy rate (F 2,7 = 2.52, p < .005). A Tukey-Kramer test revealed that timed was significantly more error-prone than conventional, but failed to find a significant difference between sequential and conventional. Figure 2 illustrates average accuracy rate for all techniques, including digit-lock. Further investigation revealed that about 29% of the errors in timed were caused by incorrect zone selection, while the remaining 71% were caused by incorrect time selection.
User Feedback
Upon completion of the study users were asked to complete a short questionnaire where they could rate the examined techniques on seven-point Likert scales. Later, we converted the scales to threepoint scales using linear transformation to calculate ratios. 
Discussion
Results show that sequential performs relatively well compared to conventional. Timed was substantially slower and more errorprone, which is not unexpected considering the mechanism of the technique. Both techniques performed relatively well compared to digit-lock. Almost all users found the new techniques more secure than conventional. Most also found sequential relatively easy to use and to memorize a password, and wanted to use it dominantly on their devices. However, user opinions were divided regarding timed. About one half of the users found it difficult to use and to memorize a password, while the others were either in favour of the new technique or were neutral.
We asked users to interact with the device as they usually would with theirs. We noticed that about 50% users held the device with their dominant hand and gestured using the thumb of the same hand, while 37.5% used the index and 12.5% used the long finger of their non-dominant hand. On average, the password length for sequential was six, and for timed was four plus one timeframe.
CONCLUSION AND FUTURE WORK
We developed two new mobile user authentication techniques to encourage users who are reluctant to use an authentication technique to start using one. Results of a study showed that the new techniques perform relatively well and that most users found at least one of the techniques relatively easy to use.
We evaluated the new techniques only in terms of performance and user preference. In the future, we intend to evaluate their security, especially how they perform when under smudge attack or observed by bystanders. We would also like to investigate how the new techniques perform in real-life scenarios, i.e. while walking.
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